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Computer  C r i m e  

C o m p u t e r - r e l a t e d  F r a u d  

Computer  Abuse 

By w h a t e v e r  name y o u  c a l l  i t - - t h e r e  a r e  many, as  we w i l l  see  

l a t e r - - i t  i s  an  i n t r i g u i n g  s u b j e c t .  I t  i s  a t o p i c  o n  t h e  agenda 

o f  many c o n f e r e n c e s  b e i n g  h e l d  t h i s  y e a r .  As a m a t t e r  o f  f a c t ,  

some c o n f e r e n c e s  a r e  d e v o t e d  s o l e l y  t o  t h i s  s u b j e c t .  P e o p l e  have  

w r i t t e n  b o o k s  a b o u t  i t  and  n e w s p a p e r s  and  v a r i o u s  p e r i o d i c a l s  

c a r r y  f e a t u r e  s t o r i e s  a b o u t  i t .  

A t  t h e  o u t s e t  h e r e  t h i s  m o r n i n g ,  I w o u l d  l i k e  t o  l o o k  i n t o  

1 s o m e o f  t h e  r e a s o n s .  
- -. 

w H Y C ~ P U T E R  - R  E L A T E D  
C R I M E  I S  AN I S S U E  

- 

- I n  my o p i n i o n ,  s e v e r a l  f a c t o r s  h a v e  c a u s e d  i t  t o  b e  a n  i s s u e  

o f  i m p o r t a n c e ;  t h e  f i r s t ,  I l i k e  t o  c a l l  t h e  " c o n f u s i o n  f a c t o r . "  

I n  p a r t ,  t h i s  c a n  b e  i l t u s t r a t e d  b y  some h e a d l i n e s  a n d  e x c e r p t s  

i n  n e w s p a p e r s  a n d  t h e  t r a d e  p r e s s .  F o r  example,  j u s t  l a s t  mon th  

one o T  B u s i n e s s  Week's f e a t u r e  a r t i c l e s  was " t h e  S p r e a d i n g  Danger  

o f  Computer  C r i m e . "  A b o u t  6 m o n t h s  e a r l i e r  s e v e r a l  n e w s p a p e r s  

repor-ged t h a t  a c c o r d i n g  t o  e x p e r t s  more p e o p l e  a r e  g e t t i n g  away 

w i t h  a n d  g e t t i n g  r i c h  f r o m  c o m p u t e r  c r i m e .  B u t  i t  was j u s t  o v e r  

a y e a r  a g o  t h a t  e x p e r t  w i t n e s s e s  were  t e s t i f y i n g  b e f o r e  t h e  C o n g r e s s  

t h a t  c o m p u t e r  c r i m e  was a b o g u s  i s s u e ,  n o t  s i g n i f i c a n t  enough t o  

-. 
- .- 

w a r r a n t  p a s s a g e  o f  a F e d e r a t  c o m p u t e r  c r i m e  s t a t u t e .  
* 

C o n f u s i o n  a l s o  s u r r o u n d s  t h e  d e f i n i t i o n  o f  c o m p u t e r  c r i m e .  
. -  

Many w i l l  s a y  t h a t  t h e  $10.2 m i l l i o n ,  w i r e - t r a n s f e r ,  "d iamond"  

f r a u d  a t  a m a j o r  C a l i f o r n i a  bank  i s  a c o m p u t e r  f r a u d ;  o t h e r s  s a y  

i t  i s  n o t .  
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C o n f u s i o n  a l s o  s u r r o u n d s  t h e  m a g n i t u d e  o f  t h e  c o m p u t e r  c r i m e .  

Some e s t i m a t e  t h a t  i t  is a b o u t  $100 m i l l i o n  a y e a r ;  some s a y  

$300 m i l l i o n ;  some e v e n  s a y  i t  i s  i n  t h e  b i l l i o n s .  The t r u t h  i s /  

n o b o d y  r e a l l y  knows b e c a u s e  many c a s e s  go  u n d e t e c t e d  f o r  a l o n g  

t i m e  w h i c h  makes y o u  wonder  how many a r e  n e v e r  d e t e c t e d ;  and  many 

o f  t h o s e  w h i c h  a r e  d e t e c t e d  g e n e r a l l y  a r e  n o t  r e p o r t e d  p u b l i c l y .  

I n  a d d i t i o n  t o  t h e  " c o n f u s i o n  f a c t o r "  v a r i o u s  l e g i s l a t i v e  

p r o p o s a l s  make c o m p u t e r - r e l a t e d  c r i m e  a n  i s s u e  o f  some s i g n i f i c a n c e .  

In 1977, S e n a t o r  R i b i c o f f  i n t r o d u c e d  h i s  c o m p u t e r  c r i m e  b i l l  

e n t i t l e d  "The F e d e r a l  Computer  Sys tems  P r o t e c t i o n  A c t  o f  1977." 

H e - j n t r o d u c e d  t h e  b i l l ,  i n  p a r t ,  b e c a u s e  o f  t h r e e  r e p o r t s  we 

iss3;e-d i n  t h e  m i d  s e v e n t i e s .  L a t e r ,  I w i l l  d i s c u s s  one o f  t h o s e  

r e p o r t s - - t h e  one  o n  c o m p u t e r - r e l a t e d  c r i m e s  i n  Governmen t .  The 

o t h g r s  a d d r e s s e d  m a j o r  weaknesses  i n  c o m p u t e r  s e c u r i t y  and 

f a u l t y  c o n t r o l s  i n  m a j o r  c o m p u t e r  a p p l i c a t i o n s .  

W h i l e  t h e  b i l l  has  n o t  become law, s e v e r a l  S t a t e s  h a v e  

e n a c t e d  t h e i r  own. A c c o r d i n g  t o  my l a s t  c o u n t /  11 S t a t e s  h a v e  

p a s s e d  c o m p u t e r  c r i m e  s t a t u t e s  a n d  s e v e r a l  o t h e r s  a r e  c o n s i d e r i n g  

- 

s u c h  l a w s .  
-- 
-Two o t h e r  c l o s e l y  r e l a t e d  f a c t o r s  make c o m p u t e r  c r i m e  a n  

- i s s u e . w o r t h  r e c k o n i n g  w i t h .  One i s  t h e  g r o w i n g  dependence  o f  

- c o r p s r a t i o n s  a n d  Governmen t  on  t h e  u s e  o f  c o m p u t e r  t e c h n o l o g y .  

The o t h e r  i s  t h e  g r o w i n g  p r e s s u r e  f o r  t h e  a c c o u n t i n g  a n d  a u d i t i n g  

p r o f e s s i o n s t o  a c c e p t  more  r e s p o n s i b i l i t y  f o r  d e t e c t i n g  f r a u d .  

- The c o m p u t e r  dependency  phenomenon has  b e e n  c r e e p i n g  u p  on  

us.  Many i n d u s t r i e s - - b a n k i n g ,  i n s u r a n c e ,  r e t a i l ,  m a n u f a c t u r i n g - -  

a r e  s o  dependen t ,  t h e y  c o u l d  n o t  f u n c t i o n  v e r y  l o n g  w i t h o u t  t h e i r  

c o m p u t e r s ;  f o r  o t h e r s ,  i t s  j u s t  a m a t t e r  o f  t i m e .  Computer  
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dependency  i n  t h e  F e d e r a l  Government  i s  v e r y  h i g h .  Today, f o r  

example, we h a v e  o v e r  18,000 c o m p u t e r  s y s t e m s  i n  o p e r a t i o n ;  

compared t o  o n l y  a s m a l l  h a n d f u l 1  i n  t h e  1950 's .  As we a l l  know, 

t h e  s i z e  and  scope  o f  F e d e r a l  a c t i v i t i e s  h a s  i n c r e a s e d  s u b s t a n -  

t i a l l y ,  y e t  t h e  F e d e r a l  work  f o r c e  has  i n c r e a s e d  o n l y  a b o u t  

1 5  p e r c e n t  s i n c e  t h e  5 0 ' s .  

W i t h  t h i s  i n c r e a s e d  dependence  comes an i n c r e a s e d e x p o s u r e  

t o  t h e  i n c i d e n c e  t o  c o m p u t e r - r e l a t e d  f raud .  T h i s  i s  o c c u r r i n g  

a t  a t i m e  when a u d i t  r e s p o n s i b i l i t y  f o r  d e t e c t i n g  f r a u d  i s  

r e c e i v i n g  i n c r e a s e d  emphas is .  I n  19788 t h e  Commiss ion  on  

A u d i t o r s '  R e s p o n s i b i l i t i e s  c o n c l u d e d  t h a t  " A L L  segmen ts  o f  t h e  

p u b t i c - - i n c l u d i n g  t h e  most k n o w l e d g e a b l e  u s e r s  of t h e  f i n a n c i a l  
- . -__ 

s t a t m e n t s - - a p p e a r  t o  c o n s i d e r  t h e  d e t e c t i o n  o f  f r a u d  a s  a 

n e c e s s a r y - a n d  i m p o r t a n t  o b j e c t i v e  o f  an a u d i t .  The R e p o r t  o f  

t h e  S p e c i a l  C o m m i t t e e  on  E q u i t y  F u n d i n g  s t a t e d  t h a t  t h e  a u d i t i n g  

p r o f e s s i o n  s h o u l d  c o n t i n u e  t o  i m p r o v e  i t s  a u d i t i n g  p r o c e d u r e s  s o  

- 
i l  

i t  can i n c r e a s e  t h e  p r o b a b i l i t y  o f  d e t e c t i n g  m a t e r i a l  f r a u d s .  

L a s t l y #  t h e  S t a t e m e n t  o f  A u d i t i n g  S t a n d a r d s ,  Number 16, i n  e f f e c t  

t e l l s  t h e  a u d i t o r  t o  p l a n  t h e  a u d i t  t o  s e a r c h  f o r  m a t e r i a l  e r r o r s  

o r  i r r e g u l a r i t i e s - - t h a t  i s 8  f r a u d s .  

-. - 

- ' S o /  o n  t h e  one h a n d  we have  l e g i s l a t i o n  b e i n g  c o n s i d e r e d  or 

e n a c t e d  t o  a d d r e s s  p a r t  o f  ' ' t h e  P r o b l e m / "  a p u s h  f o r  a u d i t o r s  t o  

b e t t e r  a t t a c k  " t h e  P r o b t e m ~ "  but,  o n  t h e  o t h e r  hand, we h a v e  some 

c o n f u s i o n  o n  t h e  d e f i n i t i o n  and  s i z e  o f  " t h e  Prob lem."  Dur ing  

t h e  - res t  o f  t h i s  s e s s i o n  I p r o p o s e  t o  l o o k  a t  d e f i n i t i o n s ,  t h e  

L e g i s l a t i v e  scene, and  r e c e n t  a n d  o n - g o i n g  s t u d i e s  w h i c h  a d d r e s s  

t h e  s e c u r i t y  and a u d i t  i m p l i c a t i o n s  o f  c o m p u t e r - r e l a t e d  c r i m e .  
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WHAT IS COMPUTER-RELATED F R A U D / C R I M E ?  

U p  t o  now I have  u s e d  t h r e e  o r  f o u r  t e r m s  somewhat i n t e r -  

c h a n g e a b l y :  c o m p u t e r  c r i m e ,  c o m p u t e r - r e l a t e d  c r i m e ,  a n d  c o m p u t e r -  

r e l a t e d  f r a u d .  From now on I w i l l  u s e  t h e  l a t e r  t w o  te rms ,  w h i c h  

I w i l l  d e f i n e  i n  a moment. 

One a u t h o r  c o m p l i e d  a L i s t  o f  o v e r  20 t e r m s  w h i c h  a r e  u s e d  

i n  t h e  l i t e r a t u r e  d i s c u s s i n g  t h i s  s u b j e c t .  Among o t h e r s  t h e s e  

i n c l u d e :  c o m p u t e r  abuse, c o m p u t e r  t a p e r s ,  c o m p u t e r  t h e f t ,  c o m p u t e r -  

managed f r a u d ,  and p rog rammer  f r a u d .  

- Computer  abuse  i s  a commonly u s e d  t e r m  w h i c h  has  b e e n  made 
= 

p o p u l a r  b y  Donn P a r k e r  o f  t h e  S t a n f o r d  R e s e a r c h  I n s t i t u t e .  H e  
d --- 

u s e s - t h e  t e r m  t o  d e s c r i b e  
- . . . a n y  i n c i d e n t  a s s o c i a t e d  w i t h  c o m p u t e r  t e c h n o l o g y  I1 

- i n  w h i c h  a v i c t i m  s u f f e r e d  o r  c o u l d  have  s u f f e r e d  l o s s  
and  a p e r p e t r a t o r  b y  i n t e n t i o n ,  made o r  c o u l d  have  made 
g a i n . I' 

He u s e s  t h i s  t e r m  b r o a d l y  t o  i n c l u d e  c o m p u t e r  f r a u d s ;  d e s t r u c t i o n  

o f  c o m p u t e r  hardware ,  s o f t w a r e #  and da ta ;  t h e f t  of  s o f t w a r e  o r  

d a t a ;  a n d  u n a u t h o r i z e d  u s e  of c o m p u t e r  t i m e .  

I 

C o m p u t e r - r e l a t e d  c r i m e s  i s  t h e  t e r m  we u s e d  i n  o u r  1976 r e p o r t  

on i u c h  c r i m e s  i n  Government .  We d e f i n e d  c o m p u t e r - r e l a t e d  c r i m e s  

t o  be. 

- . . . a c t s  o f  i n t e n t i o n a l l y  c a u s e d  l o s s e s  t o  t h e  
Government  o r  p e r s o n a l  g a i n s  t o  i n d i v i d u a l s  r e l a t e d  
t o  t h e  d e s i g n ,  u s e r  o r  o p e r a t i o n  of t h e  s y s t e m s  i n  
w h i c h  t h e y  a r e  c o m m i t t e d . "  

I 1  _- 

T h i s  d e f i n i t i o n  r e c o g n i z e s  t h a t  c o m p u t e r  b a s e d  d a t a  p r o c e s s i n g  

s y s t e m s  a r e  c o m p r i s e d  o f  more t h a n  j u s t  c o m p u t e r  h a r d w a r e  a n d  
-. 

s o f t w a r e  t h a t  run them. The s y s t e m  i n c l u d e s  t h e  o r g a n i z a t i o n  

and  p rocedures - -some m a n u a l - - f o r  p r e p a r i n g  i n p u t  t o  t h e  c o m p u t e r  
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a n d  u s i n g  o u t p u t  f r o m  i t .  Thus, b y  t h i s  d e f i n i t i o n ,  c o m p u t e r  

r e l a t e d  c r i m e s  may r e s u l t  f r o m  p r e p a r i n g  f a l s e  i n p u t  t o  s y s t e m s  

a n d  t h e  m i s u s e  o f  o u t p u t  a s  w e l l  a s  t h e  more  t e c h n i c a l l y  

s o p h i s t i c a t e d  c r i m e s  s u c h  a s  a l t e r i n g  c o m p u t e r  p r o g r a m s .  I t  

a l s o  i n c l u d e s  t h e  t h e f t  of c o m p u t e r  t i m e  a n d  s o f t w a r e ,  a s  w e l l  

a s  t h e  d e s t r u c t i o n  o f  s o f t w a r e  a n d  d a t a  f i l e s .  

C o m p u t e r - r e l a t e d  f r a u d  i s  t h e  t e r m  we a r e  u s i n g  o n  t h e  A I C P A  

EDP F r a u d  R e v i e w  Task  F o r c e .  We h a v e  d e f i n e d  t h i s  t e r m  t o  

i n c l u d e :  

. . . a n y  i n t e n t i o n a l  a c t  o r  s e r i e s  of a c t s  d e s i g n e d  
t o  d e c e i v e  or m i s l e a d  o t h e r s .  Such a c t  m u s t  i m p a c t  o r  
I f  

-- p o t e n t i a l l y  i m p a c t  t h e  f i n a n c i a l  s t a t e m e n t s  a n d  a 
,.-.computer s y s t e m  m u s t  b e  i n v o l v e d  i n  t h e  p e r p e t r a t i o n  
- o r  c o v e r - u p  o f  t h e  scheme.” 

P l e a s e  n o t e  t h a t  t h e r e  a r e  t h r e e  e s s e n t i a l  e l e m e n t s  i n  t h i s  
- 

d e f i n i t i o n .  F i r s t ,  t h e r e  p u s t  b e  i n t e n t  t o  d e f r a u d .  Second, 

t h e r e  mus t  b e  impac t ,  o r  p o t e n t i a l  i m p a c t  on  t h e  f i n a n c i a l  

s t a t e m e n t s ,  a n d  a c o m p u t e r  s y s t e m  mus t  b e  i n v o l v e d .  The l a s t  

e l e m e n t  i s  t h e  one w h i c h  i s  u s u a l l y  t h e  c o r n e r s t o n e  o f  m o s t  

d e b a t e s  o v e r  w h e t h e r  a f r a u d  i s  c o m p u t e r  r e l a t e d .  C o n s e q u e n t l y ,  

we h a v e  a s s e r t e d  t h a t  a c o m p u t e r  s y s t e m  m i g h t  b e  i n v o l v e d  t h r o u g h  
-. 

i m p r c p e  r man i  pu t a t  i on o f  : 

- -<I) i n p u t  o r  t r a n s a c t i o n  d a t a  

- T 2 )  o u t p u t  o r  r e s u l t s  

( 3 )  a p p l i c a t i o n  p r o g r a m s  

(4) d a t a  f i l e s  

4 5 )  c o m p u t e r  o p e r a t i o n s  

( 6 )  c o m m u n i c a t i o n s ,  o r  

( 7 )  c o m p u t e r  hardware ,  s y s t e m s  s o f t w a r e ,  o r  f i r m w a r e .  
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The Task  F o r c e  has  s p e c i f i c a l l y  e x c l u d e d  f r o m  i t s  d e f i n i t i o n  

t h e  t h e f t  o f  s o f t w a r e ,  hardware ,  o r  d a t a  a s  w e l l  as  t h e f t  o f  

c o m p u t e r  t i m e .  The Task  F o r c e  b e l i e v e s  t h a t  s u c h  t h e f t s  do n o t  

h a v e  a d i r e c t  i m p a c t  on t h e  f i n a n c i a l  s t a t e m e n t s .  

B e f o r e  I move on t o  t h e  l e g i s l a t i v e  scene, I w o u l d  l i k e  t o  

add  a p e r s o n a l  o b s e r v a t i o n  o n  d e v i s i n g  a d e f i n i t i o n .  We must  

r e c o g n i z e  t h a t  we a r e  d e a l i n g  w i t h  a m o v i n g  t r a i n .  Computer  

t e c h n o l o g y  i s  n o t  s t a n d i n g  s t i l l - - i t  i s  m o v i n g  ahead  a t  a n  e v e r -  

i n c r e a s i n g  pace.  A l s o ,  t h e  a p p l i c a t i o n  o f  t h i s  t e c h n o l o g y  t o  

f i n a n c i a l  and  g e n e r a l  management s y s t e m s  i s  i n c r e a s i n g  i n  i n t e n s i t y  

=, and- i n  s o p h i s t i c a t i o n .  T h e r e f o r e ,  i t  i s  v e r y  l i k e l y  t h a t  schemes 

a n d - i e t h o d o t o g i e s  f o r  p e r p e t r a t i n g  a n d  c o v e r i n g - u p  f r a u d  i n  

a u t o m a t e d  s y s t e m s  w i l l  a l s o  change.  The way f r a u d s  were  p e r p e t r a t e d  

5 y e a r s  ago  may n o t  b e  p e r p e t r a t e d  t h e  same way 5 y e a r s  f r o m  now. 
- 

C o n s e q u e n t l y ,  o u r  d e f i n i t i o n  must  be  f l e x i b l e  enough t o  accomoda te  

t h e s e  changes.  I n  my o p i n i o n ,  t h e  t e r m  " c o m p u t e r - r e l a t e d "  does  

t h i s - q u i t e  w e l l - - i t  c a u s e s  us t o  l o o k  a t  t h e  g e n e r a l  s y s t e m  i n  

u h i c h  t h e  f r a u d  was p e r p e t r a t e d ,  n o t  j u s t  t h e  c o m p u t e r  i t s e l f .  

From a n  a c c o u n t i n g  and a u d i t i n g  p o i n t  of v iew,  o u r  u l t i m a t e  

o b j e c t i v e  i s  t o  d e v i s e  a s y s t e m  o f  i n t e r n a l  c o n t r o l s  w h i c h  w i l l  

h e l p - * p r e v e n t  a n d  d e t e c t  c o m p u t e r - r e l a t e d  f r a u d s ;  we c a n n o t  do 

t h i C u e L 1  b y  L o o k i n g  a t  t h e  c o m p u t e r  o n l y .  

WHAT DOES THE L E G I S L A T I V E  SCENE L O O K  L IKE?  

-. - 

- 
- 

So much f o r  d e f i n i t i o n s ;  I w o u l d  l i k e  now t o  t u r n  t o  t h e  

l e g i s d a t i v e  scene.  

Over t h e  l a s t  4 years ,  Congress  has  b e e n  c o n s i d e r i n g  a 

F e d e r a l  c o m p u t e r  c r i m e  s t a t u t e ,  b u t ,  a s  y e t ,  n o n e  h a s  b e e n  passed .  



As I i n d i c a t e d  e a r l i e r ,  S e n a t o r  R i b c o f f  i n t r o d u c e d  h i s  b i lL  

b e c a u s e  o f  a g r o w i n g  n a t i o n a l  dependence o n  c o m p u t e r s  and  t h e  

o p p o r t u n i t i e s  f o r  w h i t e  c o l l a r  c r i m e  were  b e c o m i n g  g r e a t ;  y e t ,  

a t  t h e  same t i m e ,  he  was v e r y  c o n c e r n e d  a b o u t  t h e  d i f f i c u l t i e s  

l a w y e r s  were  e n c o u n t e r i n g  i n  p r o s e c u t i n g  c o m p u t e r  c r i m e s  u n d e r  

e x i s t i n g  l aws .  He h a d  l e a r n e d ,  f o r  example,  t h a t  

- - i n  one  case, p a r t  o f  a n  i n d i c t m e n t  was d i s m i s s e d  b e c a u s e  
e l e c t r o m a g n e t i c  i m p u l s e s  w h i c h  t r a n s m i t t e d  v a l u a b l e  d a t a  
o v e r  a t e l e p h o n e  l i n e  were  d e t e r m i n e d  n o t  t o  be  " p r o p e r t y "  
a s  d e f i n e d  i n  t h e  I n t e r s t a t e  T r a n s p o r t a t i o n  o f  S t o l e n  
P r o p e r t y  S t a t u t e .  

- - i n  a n o t h e r  a t t e m p t e d  p r o s e c u t i o n ,  t h e  Government  L o s t  
t h e  c a s e  b e c a u s e  o f  d i f f i c u l t i e s  i n  e s t a b l i s h i n g  w h e t h e r  
c h e c k s  i s s u e d  b y  a c o m p u t e r  on t h e  b a s i s  o f  f r a u d u l e n t  -- 

- --__ o r  m a n i p u l a t e d  d a t a  were  f o r g e r i e s .  _ -  
H e a r i n g s  were  h e l d  on  t h i s  b i l l  i n  1978 and  a g a i n  i n  1980; - 

houever ,  t h e  b i l l  was n e v e p  r e p o r t e d  o u t  o f  t h e  S e n a t e  Commi t tee  

o n  t h e  J u d i c i a r y . O p p o n e n t s  o f  t h e  b i l l  a r g u e d - - a p p a r e n t l y  w i t h  

s u c c e s s - - t h a t  t h e  b i l l  i n t r u d e d  i n t o  l e g a l  a r e a s  t r a d i t i o n a l l y  

r e s e r v e d  f o r  t h e  S t a t e s ;  and t h a t  many s e c t i o n s  o f  e x i s t i n g  t a w  

a l r e a d y  p r o v i d e  a d e q u a t e  a u t h o r i t y  f o r  p r o s e c u t i n g  c o m p u t e r  
- 

c r i m e .  
-. --Even t h o u g h  t h e  Feds have  n o t  p a s s e d  a c o m p u t e r  c r i m e  

s t a t u t e ,  a t  l e a s t  11 S t a t e s  have, and  o t h e r s  a r e  c o n s i d e r i n g  s u c h  - 
- laws, F o r  t h e  most  p a r t ,  t h e s e  l a w s  make t h e  f o l l o w i n g  a c t s  

c r i m i n a l - - m o s t  f e l o n y - - o f f e n s e s :  

(1) d e v i s i n g  or e x e c u t i n g  a n y  scheme t o  d e f r a u d ,  

( 2 )  s t e a l i n g  o f  d a t a /  s o f t w a r e ,  or c o m p u t e r  t ime ,  a n d  

( 3 )  a l t e r i n g ,  damaging, o r  d e s t r o y i n g  c o m p u t e r  hardware ,  

- 

s o f t w a r e ,  or d a t a .  

8 
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The c o m p u t e r  c r i m e  s t a t u t e  i n  one S t a t e  ( N o r t h  C a r o l i n a )  

makes i t  a misdemeanor  o f f e n s e  t o  d e v i s e  o r  e x e c u t e  a scheme 

t o  o b t a i n  a f a l s e  e d u c a t i o n a l  t e s t i n g  sco re ,  o r  a f a l s e  academic  

o r  v o c a t i o n a l  g r a d e .  Two S t a t e s  ( F l o r i d a  a n d  N o r t h  C a r o l i n a 1  a l s o  

make i t  a c r i m i n a l  o f f e n s e  f o r  any  p e r s o n  t o  a c t  w i l l f u l l y  and 

w i t h o u t  a u t h o r i z a t i o n  s o  a s  t o  deny  o r  c a u s e  t o  deny  c o m p u t e r  

s e r v i c e s  t o  a n  a u t h o r i z e d  u s e r  o f  a sys tem.  

As y o u  c a n  see, t h e s e  s t a t u t e s  a r e  d e s i g n e d  p r i m a r i l y  t o  

a s s i s t  l a w y e r s  i n  p r o s e c u t i n g  c r i m i n a l  c a s e s  w h i c h  i n v o l v e  t h e  

u s e  o f  c o m p u t e r s .  Mos t  o f  us here ,  however, a r e  more  c o n c e r n e d  

a b u t  t h e  a u d i t o r ' s  p e r s p e c t i v e .  And, I suppose  t h e  f i r s t  t h i n g  

thi i- tTcomes t o  mind i s  t h e  F o r e i g n  C o r r u p t  P r a c t i c e s  A c t .  We l l ,  

I a m n o t  a l a w y e r #  and I am n o t  p r e s u m p t u o u s  enough t o  s t a n d  u p  

h e r e a n d a t t e m p t  t o  i n t e r p r e t  t h a t  one--we w i l l  have  t o  l e a v e  t h a t  

t o  t h e  Lawyers '  and a f e w  t e s t  cases .  I s u s p e c t ,  however ,  t h a t  

t h e  p r o v i s i o n s  i n  t h e  A c t  d e a l i n g  w i t h  i n t e r n a l  c o n t r o l s  w o u l d  

b e  a cause  f o r  c o n c e r n  b e c a u s e  most  o f  t h e  c o m p u t e r  c r i m e  c a s e s  

I have  a n a l y z e d  were  a b l e  t o  happen  b e c a u s e  o f  b r e a k d o w n s  i n  

f u n d a m e n t a l  i n t e r n a l  c o n t r o l s .  

- 

- - 
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GAO Report on Computer-Related 
C r i m e s  i n  Government 

.- 

Several years ago, a now well-known individual began 

telling the world about the potential forcomputer  crime, or 

abuse, and cited several cases. Oddly enough, none involved 

the dovernment. 

ernment could not be "Clean as a hound's tooth." If it was, 

it would be a first. 

Based upon our experiences, we knew the Gov- 

So we undertook a major effort to look into this obviously 

unusual phenomenm Our work confirmed out doubts: The Govern- 

ment is not unique: it, too, has its share of computer-related -- 
crime. 

. -  - 
Our - job  was not easy because agency records 2id not simply 

say,-"This is a computer-related crime." As I i n d i c a t e d  ear l ie r ,  

such a d e f i n i t i o n  recognizes  t h a t  t h e  computer is no t  t h e  system, 

bu t  is on ly  a p a r t ,  a lbe i t  a n  eve r - inc reas ing  p a r t .  

- 

In the final analysis, our primary sources f o r  cases were 
- 

memories of F B I  agents, U.S. attorneys, the criminal investi- 

gator types in DOD, and audit and investigative groups in other 

Federal  agencies. 

-. When w e  checked o u t  over 1 0 0  such cases, w e  found t h a t  n o t  

a l l  were, i n  f a c t ,  computer-related,  and our confirmed cases 

narrowed down t o  69 .  When w e  analyzed t h e s e  cases, w e  ended up 

c a t e g o r i z i n g  them i n  f o u r  major groupings.  

--Fraudulent input: 6 2  percent 

--Unauthorized use of facilities: 26 percent 
- -  

--Alteration or destruction of 
data files or programs: 23 percent 

--Misuse of output: 17 percent 
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' I n  t h e  f r a u d u l e n t  i n p u t  area,  

v i s o r y  clerk who was r e s p o n s i b l e  f 

t o  a computer-based s o c i a l  w e l f a r e  

w e  have  t h e  case o f  a s u p e r -  

r - n t e r i n g  claim t r a n s a c t i o n s  

system. She  found s h e  c o u l d  

i n t r o d u c e  f i c t i t i o u s  claims on b e h a l f  of a c c o m p l i c e s ,  and t h e y  

would r e c e i v e  t h e  b e n e f i t s .  She  was ab le  t o  p r o c e s s  o v e r  

$ 9 0 , 0 0 0  i n  claims ( a u t h o r i t i e s  b e l i e v e  i t  migh t  have been up 

t o  $ 2 5 0 , 0 0 0 )  b e f o r e  s h e  was d i s c o v e r e d  th rough  a n  anonymous 

t e l e p h o n e  t i p .  (Note:  She was a sys t em u s e r ,  n o t  a computer 

t y p e .  1 

I n  t h e  u n a u t h o r i z e d  use of f a c i l i t i e s ,  w e  have  t h e  compu- 

t e r  programmer who used t h e  sys tem t o  d e v e l o p  programs which 

he hoped _ -  t o  s e l l  commerc ia l ly .  

1- 

I n  - t h e  t h i r d  area of a l t e r i n g  f i l e s  or programs,  w e  have  

t h e  -case of  a t r a n s f e r r e d  se rv iceman  who--being f a m i l i a r  w i t h  

a n  automated p e r s o n n e l  system--used a - t e r m i n a l  t o  a l t e r  h i s  

e f f i c i e n c y  r a t i n g  upward, and who was promoted on t h e  b a s i s  of 

t h a t  h igh  r a t i n g .  Here,  a g a i n ,  t h e  d i s c o v e r y  was a f l u k e .  
- _ -  - 

I n  t h e  m i s u s e  of o u t p u t  w e  d i s t i n g u i s h  between o u t p u t  

which was g e n e r a t e d  from f r a u d u l e n t  i n p u t  and o r d i n a r y  l e g i t -  

itmaxe o u t p u t  which was "gloomed on t o "  by a n  e n t e r p r i s i n g  

c r i m i n a l .  A case i n  p o i n t  would b e  t h e  s e l l i n g  of  i n f o r m a t i o n  

on p r i v a t e  c i t i z e n s  t o  special  i n t e r e s t  g roups .  

-. 

I ' m  n o t  g o i n g  t o  d e s c r i b e  any  more c a s - f o r  you: y o u ' v e  

p r o b a b l y  hea rd  enough "war s t o r i e s . "  I t h i n k  it would b e  

more -use fu l  t o  look a t  t h e s e  cases a s  a common body of  know- 

l e d g e  and see what k i n d  of g e n e r a l i z a t i o n s  we can draw from 
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it. I've identified several points; further analysis w i l l  

probably reveal more. They are :  

1. ~ 1 1  types of systems were vulnerable: PaYrollsr 

accounts payable, welfare, inventory, etc. 

2 .  Fraudulent input was a high vulnerability area. 

3 .  The distinction of being a computer criminal was 

not reserved to computer-knowledgeable people. 

System users seem to be equally, if not more, 

common. 

4 .  Perpetrators took advantage of system control 

__ weaknesses . 
-5; Weaknesses exploited were mostly basic management 

- controls long recognized as being necessary to 
- 

insure proper operations. 

6. Most common weaknesses which were exploited were 

( a )  separation of duties, and (b) physical control 

- over facilities and supplies. 

7 .  Sometimes t h e s e  w e a k n e s s e s  were Sue to Daorlv 

desiqned systems, but i n  7 of 12 cases we studied 

i n  d e t a i l ,  controls or orocedures existed but w e r e  
-. - 

-. not enforced by operatin9 personnel. 

8-. Computer c r i m e  detection was mostly accidental 

not discovered by audit. . 
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I t h i n k  most of  t h e s e  p o i n t s  have a s t r o n u  rnessaae f o r  

t h e  a u d i t o r ;  namelv, h e / s h e  m u s t  become a c t i v e l v  involved i n  

ADP system c o n t r o l s .  

n a l  c o n t r o l  is h i u h l y  dependent upon an  e f f e c t i v e  system o f  

After a l l ,  an e f f e c t i v e  system of  i n t e r -  

a u d i t  and in- te rna l  review. 

GAO Computer Audi t  S t a n d a r d s  
and O b j e c t i v e s  

For some t i m e  now, ou r  o f f i c e  has been concerned  t h a t  t h e  

a u d i t  cove rage  of computer-based sys tems does  n o t  measure up 

t o  t h e  q u a l i t y  needed. Consequent ly ,  w e  have establ ished t w o  

s t a n d a r d s  fo r  a u d i t i n g  computer-based sys tems.  These s t a n d a r d s  

a p p l y  t o  a u d i t o r s  who a u d i t  governmenta l  o r g a n i z a t i o n s ,  p r o g r a m ,  

a c t . i v i t i e s ,  and f u n c t i o n s .  - - -._ 

The f i rs t  s t a n d a r d  is: 

"The a u d i t o r  s h a l l  review g e n e r a l  c o n t r o l s  

i n  d a t a  p rocess ing  systems t o  de t e rmine  t h a t  

( a )  c o n t r o l s  have been designed accord ing  t o  

management d i r e c t i o n  and l e g a l  requirements, 

and ( b )  such c o n t r o l s  a r e  ope ra t ing  e f f e c -  

t i v e l y  t o  provide  r e l i a b i l i t y  o f ,  and secur- 

i t y  over ,  t h e  data  being processed.  
-. - 

Under t h i s  s t anda rd ,  a u d i t o r s  a re  t o  review and e v a l u a t e  gen- 

e r a l - - c o n t r o l s  and cons ide r  t h e i r  e f f e c t i v e n e s s  i n  reviewing 

i n d i v i d u a l  a p p l i c a t i o n  c o n t r o l s .  The a u d i t o r  should review 
- -  

t h e  o r g a n i z a t i o n ,  d e l e g a t i o n  of a u t h o r i t y ,  r e s p o n s i b i l i t i e s ,  

and s e p a r a t i o n  of d u t i e s  i n  t h e  o rgan iza t ion ;  also, t h e  ade- 

quacy of t h e  phys ica l  f a c i l i t y ,  personnel  p o l i c i e s ,  and 

s e c u r i t y ,  as well as o p e r a t i n g  sys tem and hardware c o n t r o l s .  
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The second s t a n d a r d  is: 

"The auditor shall review application controls 

of installed data processing applications to 

assess their reliability in processing data 

i n  a timely, accurate, and compltte manner." 

The basic objectives of this standard are' 

--to determine whether t h e  installed application conforms 

to standards and the latest approved designed specifi- 

cations, and 

--to disclose possible weaknesses through periodic audits 

-- des igned  to test internal controls and the reliability 
-. _ -  of the data produced. 

Ne also f e e l  v e r y  s t r o n g l y  t h a t  t h e  a u d i t o r  must f u l f i l l  

c e r T a i n  r e s p o n s i b i l i t i e s  d u r i n g  the  d e s i g n  and development  of 

automated sys tems.  Consequent ly ,  w e  have a l s o  e s t a b l i s h e d  t h e  

f o l l o w i n g  a u d i t  objective: 

- Review t h e  d e s i g n  and development  of new data  p r o c e s s i n g  

systems or a p p l i c a t i o n s ,  and s i g n i f i c a n t  mod i f  i ca t  i o n s  

t h e r e t o .  

Please n o t e  t h a t  t h i s  i s  a n  a u d i t  o b j e c t i v e ,  n o t  a s t a n d a r d .  
-. - 

W e  r e c o g n i z e  t h a t  compliance may n o t  always be f e a s i b l e  because  

adequa te  r e s o u r c e s  and a u d i t  s k i l l s  may n o t  be a v a i l a b l e .  A l s o ,  

i n t e r n a l  a u d i t o r s  may need a d d i t i o n a l  s p e c i f i c  a u t h o r i t y  f rom 

management t o  do  t h i s  work. 

. -The objectives of r e q u i r i n g  a u d i t o r  review of s y s t e m  d e s i g n ,  

development ,  and m o d i f i c a t i o n  are t o  p r o v i d e  r e a s o n a b l e  a s s u r a n c e  

t h a t  s y s t e m s / a p p l i c a t i o n s ;  
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1. 

2 .  

3. 

4. 

5. 

6. 

c a r r y  o u t  t h e  p o l i c i e s  management has prescribed 

f o r  them: 

p r o v i d e  t h e  c o n t r o l s  and a u d i t  t r a i l s  needed f o r  

management, a u d i t o r ,  and o p e r a t i o n  rev iew:  

i n c l u d e  c o n t r o l s  n e c e s s a r y  t o  p r o t e c t  a g a i n s t  less 

o r  s e r i o u s  e r r o r :  

w i l l  be e f f i c i e n t  and economical  i n  o p e r a t i o n :  

conform w i t h  l e g a l  r e q u i r e m e n t s ;  

are documented i n  a manner t h a t  w i l l  p r o v i d e  t h e  

u n d e r s t a n d i n g  of t h e  s y s t e m  r e q u i r e d  f o r  a p p r o p r i a t e  

main tenance  and a u d i t i n g .  

NBS Report on Sa fegua rds  
Aga ins t  Computer Misuse 

Before I g i v e  you a s t a t u s  r e p o r t  on the AICPA EDP Fraud 

R e v i e w  Task Force, I would l i k e  t o  refer you t o  a c o u p l e  of  

r e p o r t s  which you s h o u l d  f i n d  u s e f u l  i n  looking a t  what p o l i c i e s  

and s t ra teg ies  you might  want t o  e s t ab l i sh  i n  your  c o r p o r a t i o n  t o  

comb-at t h e  p o t e n t i a l  i n c i d e n c e  of c o m p u t e r - r e l a t e d  f r a u d .  Both 

r e p o r t s  are based upon many of t h e  cases of computer abuse  which 

have been researched by Donn P a r k e r  a t  t h e  S t a n d a r d  Research 

I n s  t-itute . -. 

-.The f i rs t  r e p o r t  w a s  p r e p a r e d  i n  1 9 7 8  by t h e  S t a n d a r d  Research 

I n s t i t u t e  f o r  t h e  N a t i o n a l  Bureau of S t a n d a r d s .  I t  is called "An 

A n a l y s i s  of Computer S e c u r i t y  Safegards fo r  D e t e c t i n g  and P r e v e n t i n g  

I n t e r n a l  Computer Misuse.  " 

. -Please note, i f  you w i l l ,  t h a t  my dear f r i e n d s  a t  t h e  Bureau 

of S t a n d a r d s ,  who are i n  t h e  b u s i n e s s  of what? - - s e t t i n g  s t a n d a r d s  

a b v i o u s l y !  --did n o t  adop t  one of the more commonly used  terms 

l i k e  computer crime, o r  computer abuse.  I n s t e a d ,  t h e y  came up 
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w i t h  y e t  a n o t h e r  t e r m - - u n i n t e n t i o n a l  computer  misuse! E s s e n t i a l l y ,  

it means the same t h i n g  as t h e  terms computer abuse  and computer  

re la ted f r a u d ,  b u t  t h e y  a l s o  use  d i f f e r e n t  words. T h i s  new 

d e f i n i t i o n  is:  a n  i n t e n t i o n a l  act  d i r e c t e d  a t  or committed 

w i t h  a computer sys t em o r  i t s  a s s o c i a t e d  e x t e r n a l  da ta  or pro-  

gram a c t i v i t i e s  i n  which t h e r e  is:  

1. u n a u t h o r i z e d  m o d i f i c a t i o n ,  d i s t r u c t i o n ,  or d i s c l o s u r e  

of i n t e l l e c t u a l  p r o p e r t y  (data  o r  programs)  : 

2. u n a u t h o r i z e d  m o d i f i c a t i o n ,  d e s t r u c t i o n ,  or theft of 

p h y s i c a l  p r o p e r t y  (equipment  or s u p p l i e s ) ,  or 

-- 3 .  u n a u t h o r i z e d  u s e  or  d e n i a l  of a computer service or 

p r o c e s s .  d -. 
. - -  

- I had better l e t  up a l i t t l e  on t h e s e  innuendoes ,  o t h e r w i s e  

y o r a r e  g o i n g  t o  wonder why I a m  s u g g e s t i n g  t h i s  as a r e f e r e n c e  

s o u r c e .  I n  d e f e n s e  of NBS, t h e  r e p o r t  w a s  w r i t t e n  f o r  a computer 

s e c u r i t y  s p e c i a l i s t .  E s s e n t i a l l y  what t h e y  have done is d e v e l o p  

what t h e y  c a l l  a taxonomy or  l i s t  of v u l n e r a b i l i t i e s  and cross- 

indexed them t o  a set  of 88 s a f e g u a r d s  (or c o n t r o l s  which w i l l  
- 

h e l p  detect or p r e v e n t  a p e r p e t r a t o r  from t a k i n g  advan tage  of  

a n  -&tomated sys t em or  commit a n  u n i n t e n t i o n a l  computer misuse 

or c-r i m e  ! 

- .-O.K. Here is a p a r t i a l  l i s t  of these 1 7  v u l n e r a b i l i t i e s .  

You can  ge t  t h e  idea of t h e  m i s s i n g  o n e s ,  however. For example,  

t h e  2nd and 3 rd  ones are u n a u t h o r i z e d  d e s t r u c t i o n  and unauthor-  

i z e d  - d i s c l o s u r e .  
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_- 

You might  be wondering a b i t  a b o u t  programs e x t e r n a l  t o  t h e  

computer sys tem.  They are t a l k i n g  a b o u t  programs s t o r e d  on cards 

or those 

sys tem.  

s t o r e d  

I suppose 

on t a p e  

I 

or  d i s k  b u t  

s h o u l d  have p u t  UP 

mod i f i ed  on a n o t h e r  

"Denia l  o f  Computer 

computer 

System 

Service'' the  s t u d e n t s ,  as w e  d i s c u s s e d  ea r l i e r ,  are hav ing  f u n  

making t h i s  one p o p u l a r .  

O.X. Now f o r  t h e  s a f e g u a r d s  - here are a c o u p l e  of examples.  

- N a m e  i s  p r e t t y  obvious ; Category  means who " o r g a n i z a t i o n a l l y "  i s  

r e s p o n s i b l e  f o r  i n s t i t u t i n g  and m a i n t a i n i n g  t h e  c o n t r o l .  I n  

t h i s  case t h e y  mean da ta  h a n d l i n g  i n  t h e  o p e r a t i o n s  or u s e r  

dep.aatment. D e s c r i p t i o n  is  self  exp lana to ry - - I  p i c k e d  t h i s  one 

because  it is f a i r l y  i m p o r t a n t  i n  p r e v e n t i n g  a number of computer  

rel_ated f r a u d s .  Purpose  i s  t h e  cross index  t o  t h e  v u l n e r a b i l i t y ;  

-- 
- -  

- 

and f i n a l l y  comments - r e t r o f i t  means t h a t  i f  t h e  c o n t r o l - h a d  

been l e f t  o u t  i n  t h e  o r i g i n a l  d e s i g n  t h e n  it c a n  be i n s t a l l e d  wi th -  

o u t  too much d i f f i c u l t y .  
- 

Here's a n o t h e r  example. Here, i n t e r n a l  c o n t r o l  means t h e  

i n t e r n a l  c o n t r o l  g roup  w i t h  t h e  data  p r o c e s s i n g  depa r tmen t .  

Department of J u s t i c e  Manual 
f o r  Cr imina l  I n v e s t i g a t o r s  

- - N o w ,  w h i l e  t h i s  r e p o r t ,  w a s  targeted for  t h e  computer 
- s e c u r i t y  s p e c i a l i s t  t h e  other  r e p o r t  i n  des igned  f o r  c r i m i n a l  

i n v e s t i g a t o r s .  B u t  it also has a l o t  of good i n f o r m a t i o n  t h a t  

i n t e r n a l  a u d i t o r s  would f i n d  u s e f u l .  The r e p o r t  is  "Computer 

C - r i m e ,  C r i m i n a l  J u s t i c e  Resource Manual" and w a s  p r e p a r e d  for  

t h e  Department of J u s t i c e  by t h e  S tanda rd  Research I n s t i t u t e .  
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A t  t h e  o u t s e t ,  l e t  m e  t e l l  you t h a t  it i s  n e a r l y  4 0 0  pages  long-- 

s o  I ' m  o n l y  g o i n t  t o  t o u c h  on a c o u p l e  of t h i n g s .  

The manual h a s  a s e c t i o n  on 

- - d e f i n i t i o n s  and h i s t o r y  of compute r - r e l a t ed  crimes and 

d i s c u s s i o n  on the  t e c h n i c a l  j a r g o n  of computer crime 

methods / techniques  such  as da t a  d i d d l i n g ,  s u p e r z a p p i n g ,  

l o g i c  bombs, e tc .  : 

--experts, w i t n e s s e s ,  and s u s p e c t s :  

--legal d e f i n i t i o n s  of computer t echno logy ,  and e v i d e n c e  

cons  ider a t  i o n s  : 

-- - -computer-related crime l a w s  on Federal and State  leve ls ;  

and / --. 
. -  - 
- --an overv iew of computer t echno logy .  

There  are t w o  s e c t i o n s  i n  t h e  manual which I t h i n k  you might  

f i n d  u s e f u l  from an  a u d i t  p o i n t  of view. 

F i r s t ,  t h e  r e p o r t  i n c l u d e s  a n  a n a l y s i s  of 3 6 2  r e c o r d e d  cases 

of computer abuse showing common f u n c t i o n a l  weaknesses .  - 
Here w e  can  see a g a i n  t h a t  manual h a n d l i n g  of i n p u t / o u t p u t  

da ta  i s  a h i g h  v u l n e r a b i l i t y  area. 
-. 

- Four of t h e  .cases under  " p h y s i c a l  access t o  EDP f a c i l i t i e s "  

invQJved a t t a c k s  on  computers  w i t h  fo rea rms .  Two o f  t h e s e  are 

presumed t o  have invo lved  c i t i z e n s  f r u s t r a t e d  i n  d e a l i n g  w i t h  I 

Government bu reauc racy  and computer-based s e r v i c e s .  

For each of t h e s e  areas, there i s  a v e r y  g e n e r a l  d e s c r i p t i o n  

0-f t h e  - t y p e s  of crimes committed fo l lowed  by a h i s t o r y  of t h e  

c o n t r o l s  t h a t  w e r e  found t o  be weak o r  n o n e x i s t a n t .  
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Another u s e f u l  p a r t  of t h e  manual f o r  a u d i t  is a n  a n a l y s i s  

of o c c u p a t i o n s  which pose v a r y i n g  degrees of r i s k  t o  a company 

for t h e  p e r p e t r a t o r  t o  compute r - r e l a t ed  crime. Take n o t e  of 

who is a t  t h e  t o p  of t h e  l i s t .  I t  is assumed i n  the a n a l y s i s  

t h a t  good c o n t r o l s  are i n  p l a c e  and f u n c t i o n i n g .  Obvious ly ,  

i f  c o n t r o l s  were n o t  i n  e f f e c t ,  t h e  r i s k  would be h i g h e r .  

For  each of t h e s e  o c c u p a t i o n s ,  t h e  manual i n c l u d e s  t h e  

f o l l o w i n g  d e s c r i p t i o n s :  

--here ' s t h e  a u d i t o r s ,  f o r  example-- 

- - func t ions  

.._ --knowledge 

- - s k i l l s  - .-. - -  
--access - 

- - - v u l n e r a b i l i t i e s  

- -conclus ions .  

AICPA's EDP Fraud R e v i e w  Task Force  

- Another initiative to combat computer-related crime is 

the AICPA's EDP Fraud Review Task Force. The Task Force was 

established in May 1978 f o r  the purpose of 
- - (I) raising the awareness of the auditing profession 

- -. to the incidence of computer-related fraud, and 

-- ( 2 )  identifying and proposing controls and auditing 
. - - - - - - - - - - - - . - - -- - . - - . - - . - . 

procedures that will he-lp detect and prevent 

computer-related frauds. 

-The general membership of the task force is composed of 

people from academia, auditing firms, private industry, the 

FBII and GAO. 
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fraud in the industry and to identify which controls were 

commonly compromised and what auditing techniques would be the 

most effective in detecting and preventing such cases of corn- 

puter-related fraud. 

The first industry we have selected is banking, orimarily 

because most of the published cases of fraud have involved 

banks. To make sure our. task force has the proper mix of back- 

ground and experience, we have temporarily added to the task 

force a CPA who specializes in bank audits, the chief internal 

auditor of a m$jor bank, and a representative of the Federal 

Deposit Insurance Corporation. These people will be replaced 

by people from the next industry we select f o r  study. 

-.- 
- 

- -  

- 
To obtain the information we need from the banking indus- - 

t r y ;  we have developed a questionnaire which will he sent to 

about 9,000 banks next month. The questionnaire is being 

mailed to the chief internal auditor of each bank. The ques- 

fionnaire is jointly sponsored by the AICPA and the Bank Admin- 

istration Institute which is a permanent member of the Task 
- - - -. - . . 

-Force. - 
The questionnaire asks each bank to disclose whether it 

has had a computer-related fraud and specific details on any 

such case of fraud. The task force is very much aware of the 
.- 

sensitivity of such a request. There is a natural and under- 

standable reluctance to disclose such incidences outside the 

sank. 

the pzocedures for distributing it to assure complete anonimity. - . - ___ 
Consequently, we have des igned  the questionnaire and 

.. 
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There is no way any member of the task force or anyone else 

will be able to identify a questionnaire to a specific bank. 

After we have received and analyzed the returned question- 

naires, we will publish a report that will discuss a composite 

profile of computer-related fraud in the banking industry. 

Some of you out there may in fact be employed by banks; 

in which case you are very likely to receive the questionnaire. 

Please take the time to fill it out and send it back to us. 

The instructions on the questionnaire explain in detail our 

definition of computer-related fraud; if you are not sure 
- whe-ther your case or cases fit, fill out the questionnaire any- 

way.and tell us that you are in doubt. If you give us enough 
- 

particulars, we'll be able to decide. 
- 

AS far as we know, this is the first attempt ever to 

systematically and scientifically determine the incidence and 

nature of computer-related Eraud in any industry. The results 

of the study c o u l d  put t o  r e s t  many of the unknowns and issues 

that are frequently debated in conferences such as these. 
L 

-. 
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